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Open ports detected: 0 - Public IP: 23.36.20.118

A risk score of 4/10 (MEDIUM) indicates your business has security issues that need attention.
The higher the score, the greater the chance of a breach, ransomware, or data theft.

EXECUTIVE SUMMARY

The security scan of www.marriott.com found 109 issues including 2 high-risk and 4 medium-risk findings. The
most critical issue is 'Missing SPF Record — Email Spoofing Possible’ which requires immediate attention. Full
remediation steps are provided for each finding below.

( O Your server is reachable, which means the web checks and SSL analysis were able to run successfully.

TOP RECOMMENDATIONS

Missing SPF Record — Email Spoofing Possible: Add an SPF TXT record to your DNS listing every
service that actually sends mail for this domain — leaving one out will cause its mail to fail SPF and
possibly get rejected.

Missing DMARC Record — Email Impersonation Risk: Add a DMARC TXT record to your DNS.

HTTP Not Redirecting to HTTPS: Add a permanent redirect from HTTP to HTTPS.

DETAILED FINDINGS
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Missing SPF Record — Email Spoofing Port DNS - SPF Record _

Possible
WHAT IT IS No SPF record — there's no DNS-level list of which mail servers are authorized to send
using this domain's envelope sender, so any server can pass an SPF check for your
domain

BUSINESS RISK  Without SPF, nothing tells receiving mail servers which senders are legitimate for this
domain's SMTP envelope, making it easier for forged mail to get through — and easier for
your own legitimate mail to be misjudged as spam. Note that SPF on its own, even
correctly configured, doesn't stop the visible 'From:' address a recipient sees from being
spoofed — that requires DMARC (see below) to enforce alignment between SPF/DKIM and
the From header.

REAL-WORLD Example: A customer receives an email that looks exactly like it's from the business —
EXAMPLE same display name, same domain — asking them to ‘confirm' a payment or click a link, with
nothing in DNS to stop the forgery or warn the recipient.

HOW TO FIX Add an SPF TXT record to your DNS listing every service that actually sends mail for this
domain — leaving one out will cause its malil to fail SPF and possibly get rejected. Log into
your domain registrar, go to DNS, add a TXT record for ‘@' with a value matching your
provider: Google Workspace: 'v=spfl include:_spf.google.com -all' | Microsoft 365: 'v=spfl
include:spf.protection.outlook.com -all'. If you use additional senders (helpdesk, marketing
platform, invoicing tool, etc.), add each as its own 'include:' entry in the same record — a
domain can only have one SPF TXT record, so don't create a second one. Use
https://mxtoolbox.com/spf.aspx to verify, then add a DMARC record too so the visible From
address is covered as well.

URGENCY Fix immediately

REFERENCE CWE-290 — Authentication Bypass by Spoofing
The login or identity check can be tricked by faking trusted information, letting an attacker in without
real credentials.
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Missing DMARC Record — Email Port DNS - DMARC Record _
Impersonation Risk

WHAT IT IS No DMARC record — your domain has zero email authentication enforcement, making it
trivial to impersonate your business

BUSINESS RISK  This makes it significantly easier for scammers to send convincing fake emails 'from' your
business — a common tactic in invoice fraud and phishing — which can directly cost your
customers money and damage trust in your brand.

REAL-WORLD Example: A scammer sends an invoice-fraud email that appears to come straight from the
EXAMPLE business's own domain; with no DMARC record in place, nothing tells the recipient's mail
provider the message is forged, so it lands in the inbox looking completely legitimate.

HOW TO FIX Add a DMARC TXT record to your DNS. Go to your domain registrar's DNS settings, add a
TXT record for '_dmarc' (not '@") with value: 'v=DMARC1; p=none;
rua=mailto:youremail@yourdomain.com' Start at p=none — this only turns on reporting,
nothing is blocked yet. Review the aggregate reports for a few weeks to confirm every
legitimate mail source for this domain (email provider, helpdesk, marketing tools, etc.) is
passing DMARC alignment, then move to p=quarantine, and finally p=reject once you're
confident nothing legitimate will be caught. Verify at https://mxtoolbox.com/dmarc.aspx

URGENCY Fix immediately

REFERENCE CWE-290 — Authentication Bypass by Spoofing
The login or identity check can be tricked by faking trusted information, letting an attacker in without
real credentials.
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HTTP Not Redirecting to HTTPS port HTTP - HTTPS Redirect (D

WHAT IT IS Visiting http:// doesn't redirect to https:// — some visitors may use an unencrypted
connection without knowing

BUSINESS RISK  Anyone who types or clicks an http:// link is sending their activity on your site — potentially
including form data or passwords — unencrypted, where it can be read by anyone on the
same public wifi or compromised network.

REAL-WORLD Example: A customer types the domain into their browser without ‘https://', lands on the
EXAMPLE unencrypted version of the site, and submits a form before ever reaching the secure page
— sending that data in plain text the whole time.

HOW TO FIX Add a permanent redirect from HTTP to HTTPS. Nginx: add 'return 301
https://$host$request_uri;' in your port 80 server block. Apache: add 'RewriteRule »
https://%{HTTP_HOST}%{REQUEST_URI} [L,R=301] in your .htaccess. Cloudflare users:
go to SSL/TLS > Edge Certificates > enable 'Always Use HTTPS'.

URGENCY Fix within 1 week

REFERENCE CWE-319 — Cleartext Transmission of Sensitive Information
Sensitive data is sent over the network unencrypted, so anyone monitoring the connection can read
it.

Missing Clickjacking Protection Port HTTPS - Clickjacking _
(X-Frame-Options) Protection

WHAT IT IS Missing X-Frame-Options — your website can be embedded in an attacker's invisible
iframe to trick users into unwanted actions

BUSINESS RISK  An attacker could trick your customers into clicking hidden buttons — like ‘change
password' or ‘confirm purchase' — without realizing it, potentially leading to account
takeovers or unauthorized actions carried out under your brand's name.

REAL-WORLD Example: An attacker embeds the site's 'delete account' or 'confirm payment' button inside
EXAMPLE an invisible iframe on their own page, disguised under something like a fake 'play video'
button — a visitor's real click triggers the hidden action on your site.

HOW TO FIX Add the X-Frame-Options header. Nginx: ‘add_header X-Frame-Options "SAMEORIGIN"
always;' Apache: 'Header always set X-Frame-Options SAMEORIGIN' This tells browsers
to only allow your site to be framed by pages on the same domain.

URGENCY Fix within 1 week

REFERENCE CWE-1021 — Improper Restriction of Rendered Ul Layers (Clickjacking)
The site doesn't prevent itself from being embedded inside another page, which attackers can exploit
to trick users into clicking something they didn't intend to.
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. . . Port HTTPS - Content Security
Missing Content-Security-Policy (CSP) e _

WHAT IT IS Missing Content-Security-Policy (CSP) — this site has no CSP defense-in-depth layer, so if
any cross-site scripting weakness exists elsewhere it's easier to exploit; this finding on its
own doesn't mean an XSS vulnerability exists on this site

BUSINESS RISK  CSP is a defense-in-depth browser control, not evidence of an active vulnerability by itself
— but if an attacker ever manages to slip malicious script onto your site through some
other weakness (e.g. a vulnerable plugin or a comment field), a good CSP is often what
stops that script from running and stealing customer data such as login sessions or
payment details. Without it, that second layer of protection isn't there.

REAL-WORLD Example: A vulnerable comment form or compromised ad widget lets an attacker inject a

EXAMPLE script tag; with a properly scoped CSP in place, the browser would refuse to run it —
without CSP, that same injected script runs freely and can forward a visitor's session
cookie to the attacker.

HOW TO FIX Add a Content-Security-Policy header, but roll it out carefully — a misconfigured CSP can
break legitimate scripts/styles on the site. Start by deploying it in Report-Only mode first,
which reports violations without blocking anything: ‘add_header
Content-Security-Policy-Report-Only "default-src \'self\'; script-src \'self\'; object-src \'none\’;
report-uri /csp-report”;' Review the reports for a while to catch anything the policy would
break, adjust the policy, then switch the header name to ‘Content-Security-Policy’ (without
'-Report-Only") to start enforcing it. For WordPress or complex sites, use
https://csp-evaluator.withgoogle.com to help build the policy.

URGENCY Fix within 1 week

REFERENCE CWE-693 — Protection Mechanism Failure
A security safeguard that should be protecting the system is missing, disabled, or not strong enough.
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DKIM Not Detected Under Common Selectors Port DNS - DKIM Record _

WHAT IT IS No DKIM record found under common selector names — this does not confirm DKIM is
unconfigured, only that it wasn't found under any of the selector names checked; many
providers use a custom or provider-specific selector this check can't guess

BUSINESS RISK  |f DKIM genuinely isn't configured, email providers increasingly use it as a trust signal, and
its absence can make legitimate emails more likely to be flagged as suspicious or land in
spam. But this check only queries a fixed list of common selector names (default, google,
mail, etc.) — many providers assign a random or account-specific selector, so this finding
should be treated as 'couldn't confirm DKIM," not 'DKIM is definitely missing.'

REAL-WORLD Example: A legitimate invoice email from the business gets flagged as suspicious or

EXAMPLE dropped into spam by the recipient's mail provider, simply because there's no DKIM
signature to prove the message wasn't altered or forged in transit — this only actually
happens if DKIM is truly unconfigured, which this check alone can't confirm.

HOW TO FIX First confirm whether DKIM is actually configured: check your email provider's admin
console (Google Workspace: Admin console > Apps > Gmail > Authenticate email;
Microsoft 365: Defender > Email authentication > DKIM) for the exact selector name in use,
since it's often not one of the common defaults this scan checks. If it turns out DKIM
genuinely isn't enabled, turn it on there and add the resulting TXT record to DNS. If you're
not sure how to check, share the selector name your provider gives you and this can be
verified directly.

URGENCY Fix within 1 week

REFERENCE CWE-290 — Authentication Bypass by Spoofing
The login or identity check can be tricked by faking trusted information, letting an attacker in without
real credentials.
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Missing MIME Sniffing Protection Port HTTPS - MIME Shniffing -

WHAT IT IS Missing X-Content-Type-Options — browsers may guess file types incorrectly, which can
enable content injection

BUSINESS RISK  This is a minor gap on its own, but it slightly raises the odds that a malicious file could be
misread as something else by a visitor's browser, helping a separate attack succeed.

REAL-WORLD Example: A user-uploaded file intended to be harmless (like an image) is reinterpreted by
EXAMPLE the browser as executable script because the server never told it what the file actually was,
letting an unrelated vulnerability turn into a working attack.

HOW TO FIX Add: 'add_header X-Content-Type-Options "nosniff* always;" (Nginx) or ‘Header always set
X-Content-Type-Options nosniff' (Apache). This is a one-line fix that takes 2 minutes.

URGENCY Fix within 1 month

REFERENCE CWE-693 — Protection Mechanism Failure
A security safeguard that should be protecting the system is missing, disabled, or not strong enough.

Missing Referrer-Policy Header Port HTTPS - Referrer Policy _

WHAT IT IS Missing Referrer-Policy — page URLs (which may include sensitive data) are shared with
third-party sites your pages link to

BUSINESS RISK If any of your page addresses contain sensitive details (like a password-reset token or
account ID), that information could leak to outside sites your pages link to — a small but
easily avoidable privacy gap.

REAL-WORLD Example: A customer clicks an outbound link from a page whose URL happens to include
EXAMPLE an account ID or a password-reset token, and that full address — token included — is
handed to the destination site in the Referer header.

HOW TO FIX Add: 'add_header Referrer-Policy "strict-origin-when-cross-origin" always;' (Nginx) or
'Header always set Referrer-Policy strict-origin-when-cross-origin' (Apache).

URGENCY Fix within 1 month

REFERENCE CWE-16 — Configuration
The weakness comes from how the software was configured, not from a flaw in its code.
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Missing Permissions-Policy Header Port HTTPS - Permissions Policy _

WHAT IT IS Missing Permissions-Policy — browser features like camera, microphone, and location
aren't restricted for embedded third-party scripts

BUSINESS RISK If you ever embed third-party ads, widgets, or analytics scripts, they could request a
visitor's camera, microphone, or location without you intending to allow it — an avoidable
privacy risk for your customers.

REAL-WORLD Example: An embedded ad network's script requests the visitor's location or microphone
EXAMPLE access through a permission prompt the site owner never intended to allow, simply
because nothing in the page's headers restricted it.

HOW TO FIX Add: 'add_header Permissions-Policy "camera=(), microphone=(), geolocation=()" always;'
Adjust based on what your site actually uses. This limits what ad/analytics scripts can
access.

URGENCY Monitor

REFERENCE CWE-693 — Protection Mechanism Failure

A security safeguard that should be protecting the system is missing, disabled, or not strong enough.

Generated August 05, 2026 - Powered by Al Security Scanner Page 8 - CONFIDENTIAL



Inse(_:ure Cookie EIa_gS Port HTTPS - Cookie Security _
(device-characteristics)

WHAT IT IS Cookie 'device-characteristics' is missing the HttpOnly, SameSite flag(s). Observed
attributes: path=/, secure.

BUSINESS RISK  This cookie's name doesn't clearly indicate it holds session or authentication data, so the
practical impact depends on what value it actually stores — anywhere from low-stakes (a
Ul preference) to more sensitive (tracking or personalization data). Missing these flags
means whatever the cookie does hold is more exposed than it needs to be to interception
or script access.

REAL-WORLD Example: whatever value 'device-characteristics' holds could be read by an injected script
EXAMPLE (no HttpOnly) or intercepted on an unencrypted connection (no Secure) — the actual
severity depends on how sensitive that value turns out to be.

HOW TO FIX Add the missing flag(s) when setting this cookie: Secure (only send over HTTPS), HttpOnly
(block JavaScript access), SameSite=Lax or Strict (limit cross-site sending). Most
frameworks expose this as a one-line config option — e.g. Flask:
app.config['SESSION_COOKIE_SECURE'=True, SESSION_COOKIE_HTTPONLY=True,
SESSION_COOKIE_SAMESITE="Lax'.

URGENCY Fix within 1 month

REFERENCE CWE-1004, CWE-1275 — Sensitive Cookie Without 'HttpOnly' Flag; Sensitive Cookie with Improper
SameSite Attribute
The cookie isn't marked HttpOnly, so a malicious script on the page (such as one injected via XSS)
can read and steal it. The cookie's SameSite attribute isn't set to a safe value, making it easier for
other sites to trick a visitor's browser into sending it in cross-site requests.
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Insecure Cookie Flags (akmCC) Port HTTPS - Cookie Security -

WHAT IT IS Cookie 'akmCC' is missing the Secure, HttpOnly, SameSite flag(s). Observed attributes:
path=/.

BUSINESS RISK  This cookie's name doesn't clearly indicate it holds session or authentication data, so the
practical impact depends on what value it actually stores — anywhere from low-stakes (a
Ul preference) to more sensitive (tracking or personalization data). Missing these flags
means whatever the cookie does hold is more exposed than it needs to be to interception
or script access.

REAL-WORLD Example: whatever value 'akmCC' holds could be read by an injected script (no HttpOnly)
EXAMPLE or intercepted on an unencrypted connection (no Secure) — the actual severity depends on
how sensitive that value turns out to be.

HOW TO FIX Add the missing flag(s) when setting this cookie: Secure (only send over HTTPS), HttpOnly
(block JavaScript access), SameSite=Lax or Strict (limit cross-site sending). Most
frameworks expose this as a one-line config option — e.g. Flask:
app.config['SESSION_COOKIE_SECURE'=True, SESSION_COOKIE_HTTPONLY=True,
SESSION_COOKIE_SAMESITE="Lax'.

URGENCY Fix within 1 month

REFERENCE CWE-614, CWE-1004, CWE-1275 — Sensitive Cookie in HTTPS Session Without 'Secure' Attribute;
Sensitive Cookie Without 'HttpOnly' Flag; Sensitive Cookie with Improper SameSite Attribute
The cookie isn't marked Secure, so a browser could send it over an unencrypted connection where it
can be intercepted. The cookie isn't marked HttpOnly, so a malicious script on the page (such as one
injected via XSS) can read and steal it. The cookie's SameSite attribute isn't set to a safe value,
making it easier for other sites to trick a visitor's browser into sending it in cross-site requests.

Protected Path — /.env Port PATH - Content Discovery _

WHAT IT IS /.env returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

BUSINESS RISK  /.env returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month

REFERENCE CWE-284
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Protected Path — /config.php Port PATH - Content Discovery _

WHAT IT IS /config.php returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

BUSINESS RISK  /config.php returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /.git/config Port PATH - Content Discovery _
WHAT IT IS /.git/config returned HTTP 403. This confirms the path exists, but access control prevented

access — it was not accessed.

BUSINESS RISK  /.git/config returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /.svn/entries Port PATH - Content Discovery _
WHAT IT IS /.svn/entries returned HTTP 403. This confirms the path exists, but access control

prevented access — it was not accessed.

BUSINESS RISK  /.svn/entries returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month

REFERENCE CWE-284
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Protected Path — /.htpasswd Port PATH - Content Discovery _

WHAT IT IS /.htpasswd returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

BUSINESS RISK  /.htpasswd returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /db.sq]l Port PATH - Content Discovery _
WHAT IT IS /db.sql returned HTTP 403. This confirms the path exists, but access control prevented

access — it was not accessed.

BUSINESS RISK  /dh.sql returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /database.sql Port PATH - Content Discovery _
WHAT IT IS /database.sql returned HTTP 403. This confirms the path exists, but access control

prevented access — it was not accessed.

BUSINESS RISK  /database.sql returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month

REFERENCE CWE-284
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Protected Path — /backup.sql Port PATH - Content Discovery _

WHAT IT IS /backup.sql returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

BUSINESS RISK  /backup.sql returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /id_rsa Port PATH - Content Discovery _
WHAT IT IS /id_rsa returned HTTP 403. This confirms the path exists, but access control prevented

access — it was not accessed.

BUSINESS RISK  /id_rsa returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /phpinfo.php Port PATH - Content Discovery _
WHAT IT IS /phpinfo.php returned HTTP 403. This confirms the path exists, but access control

prevented access — it was not accessed.

BUSINESS RISK  /phpinfo.php returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month

REFERENCE CWE-284
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Protected Path — /administrator/ Port PATH - Content Discovery _

WHAT IT IS /administrator/ returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

BUSINESS RISK  fadministrator/ returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /server-status Port PATH - Content Discovery _
WHAT IT IS [/server-status returned HTTP 403. This confirms the path exists, but access control

prevented access — it was not accessed.

BUSINESS RISK  /server-status returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /admin/ Port PATH - Content Discovery _
WHAT IT IS /admin/ returned HTTP 403. This confirms the path exists, but access control prevented

access — it was not accessed.

BUSINESS RISK  fadmin/ returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month

REFERENCE CWE-284
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Protected Path — /backup/ Port PATH - Content Discovery _

WHAT IT IS /backup/ returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

BUSINESS RISK  /backup/ returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /backups/ Port PATH - Content Discovery _
WHAT IT IS /backups/ returned HTTP 403. This confirms the path exists, but access control prevented

access — it was not accessed.

BUSINESS RISK  /backups/ returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /dashboard/ Port PATH - Content Discovery _
WHAT IT IS /dashboard/ returned HTTP 403. This confirms the path exists, but access control

prevented access — it was not accessed.

BUSINESS RISK  /dashboard/ returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month

REFERENCE CWE-284
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Protected Path — /config/ Port PATH - Content Discovery _

WHAT IT IS /config/ returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

BUSINESS RISK  /config/ returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /login/ Port PATH - Content Discovery _
WHAT IT IS /login/ returned HTTP 403. This confirms the path exists, but access control prevented

access — it was not accessed.

BUSINESS RISK  /login/ returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /swagger-ui/ Port PATH - Content Discovery _
WHAT IT IS /swagger-ui/ returned HTTP 403. This confirms the path exists, but access control

prevented access — it was not accessed.

BUSINESS RISK  /swagger-ui/ returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month

REFERENCE CWE-284
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Protected Path — /swagger.json Port PATH - Content Discovery _

WHAT IT IS /swagger.json returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

BUSINESS RISK  /swagger.json returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /debug/ Port PATH - Content Discovery _
WHAT IT IS /debug/ returned HTTP 403. This confirms the path exists, but access control prevented

access — it was not accessed.

BUSINESS RISK  /debug/ returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /api/ Port PATH - Content Discovery _
WHAT IT IS /api/ returned HTTP 403. This confirms the path exists, but access control prevented

access — it was not accessed.

BUSINESS RISK  /api/ returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month

REFERENCE CWE-284
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Protected Path — /openapi.json Port PATH - Content Discovery _

WHAT IT IS /openapi.json returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

BUSINESS RISK  /openapi.json returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /dev/ Port PATH - Content Discovery _
WHAT IT IS /dev/ returned HTTP 403. This confirms the path exists, but access control prevented

access — it was not accessed.

BUSINESS RISK  /dev/ returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /test/ Port PATH - Content Discovery _
WHAT IT IS ltest/ returned HTTP 403. This confirms the path exists, but access control prevented

access — it was not accessed.

BUSINESS RISK  /test/ returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month

REFERENCE CWE-284
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Protected Path — /.aws/credentials Port PATH - Content Discovery _

WHAT IT IS [.aws/credentials returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

BUSINESS RISK  /.aws/credentials returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /old/ Port PATH - Content Discovery _
WHAT IT IS /old/ returned HTTP 403. This confirms the path exists, but access control prevented

access — it was not accessed.

BUSINESS RISK  /old/ returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /staging/ Port PATH - Content Discovery _
WHAT IT IS Istaging/ returned HTTP 403. This confirms the path exists, but access control prevented

access — it was not accessed.

BUSINESS RISK  /staging/ returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month

REFERENCE CWE-284
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Protected Path — /secret/ Port PATH - Content Discovery _

WHAT IT IS /secret/ returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

BUSINESS RISK  /secret/ returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /hidden/ Port PATH - Content Discovery _
WHAT IT IS /hidden/ returned HTTP 403. This confirms the path exists, but access control prevented

access — it was not accessed.

BUSINESS RISK  /hidden/ returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /tmp/ Port PATH - Content Discovery _
WHAT IT IS ftmp/ returned HTTP 403. This confirms the path exists, but access control prevented

access — it was not accessed.

BUSINESS RISK  /tmp/ returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month

REFERENCE CWE-284
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Protected Path — /private/ Port PATH - Content Discovery _

WHAT IT IS Iprivate/ returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

BUSINESS RISK  /private/ returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /uploads/ Port PATH - Content Discovery _
WHAT IT IS /uploads/ returned HTTP 403. This confirms the path exists, but access control prevented

access — it was not accessed.

BUSINESS RISK  /uploads/ returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /actuator Port PATH - Content Discovery _
WHAT IT IS /actuator returned HTTP 403. This confirms the path exists, but access control prevented

access — it was not accessed.

BUSINESS RISK  /actuator returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month

REFERENCE CWE-284
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Protected Path — /internal/ Port PATH - Content Discovery _

WHAT IT IS f/internal/ returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

BUSINESS RISK  /internal/ returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /api/v2/ Port PATH - Content Discovery _
WHAT IT IS lapi/v2/ returned HTTP 403. This confirms the path exists, but access control prevented

access — it was not accessed.

BUSINESS RISK  /api/v2/ returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /graphql Port PATH - Content Discovery _
WHAT IT IS /graphql returned HTTP 403. This confirms the path exists, but access control prevented

access — it was not accessed.

BUSINESS RISK  /graphgl returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month

REFERENCE CWE-284
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Protected Path — /api/v1l/ Port PATH - Content Discovery _

WHAT IT IS lapi/vl/ returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

BUSINESS RISK  /api/vl/ returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /.well-known/security.txt Port PATH - Content Discovery _
WHAT IT IS /.well-known/security.txt returned HTTP 403. This confirms the path exists, but access

control prevented access — it was not accessed.

BUSINESS RISK  [.well-known/security.txt returned HTTP 403. This confirms the path exists, but access
control prevented access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /composer.json Port PATH - Content Discovery _
WHAT IT IS /composer.json returned HTTP 403. This confirms the path exists, but access control

prevented access — it was not accessed.

BUSINESS RISK  /composer.json returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month

REFERENCE CWE-284
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Protected Path — /actuator/health Port PATH - Content Discovery _

WHAT IT IS /actuator/health returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

BUSINESS RISK  /actuator/health returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /package.json Port PATH - Content Discovery _
WHAT IT IS /package.json returned HTTP 403. This confirms the path exists, but access control

prevented access — it was not accessed.

BUSINESS RISK  /package.json returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /web.config Port PATH - Content Discovery _
WHAT IT IS /web.config returned HTTP 403. This confirms the path exists, but access control

prevented access — it was not accessed.

BUSINESS RISK  /web.config returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month

REFERENCE CWE-284
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Protected Path — /adminer.php Port PATH - Content Discovery _

WHAT IT IS /adminer.php returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

BUSINESS RISK  /adminer.php returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /web.config.bak Port PATH - Content Discovery _
WHAT IT IS Iweb.config.bak returned HTTP 403. This confirms the path exists, but access control

prevented access — it was not accessed.

BUSINESS RISK  /web.config.bak returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /phpmyadmin/ Port PATH - Content Discovery _
WHAT IT IS /phpmyadmin/ returned HTTP 403. This confirms the path exists, but access control

prevented access — it was not accessed.

BUSINESS RISK  /phpmyadmin/ returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month

REFERENCE CWE-284
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Protected Path — /info.php Port PATH - Content Discovery _

WHAT IT IS f/info.php returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

BUSINESS RISK  /info.php returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /wp-admin/ Port PATH - Content Discovery _
WHAT IT IS Iwp-admin/ returned HTTP 403. This confirms the path exists, but access control prevented

access — it was not accessed.

BUSINESS RISK  /wp-admin/ returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /.DS_Store Port PATH - Content Discovery _
WHAT IT IS /.DS_Store returned HTTP 403. This confirms the path exists, but access control prevented

access — it was not accessed.

BUSINESS RISK  /.DS_Store returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month

REFERENCE CWE-284
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Protected Path — /.vscode/settings.json Port PATH - Content Discovery _

WHAT IT IS /.vscode/settings.json returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

BUSINESS RISK  /.vscode/settings.json returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /metrics Port PATH - Content Discovery _
WHAT IT IS /metrics returned HTTP 403. This confirms the path exists, but access control prevented

access — it was not accessed.

BUSINESS RISK  /metrics returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /.idea/workspace.xml Port PATH - Content Discovery _
WHAT IT IS /.idea/workspace.xml returned HTTP 403. This confirms the path exists, but access control

prevented access — it was not accessed.

BUSINESS RISK  /.idea/workspace.xml returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month

REFERENCE CWE-284
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Protected Path — /status Port PATH - Content Discovery _

WHAT IT IS [status returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

BUSINESS RISK  /status returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /backup.bak Port PATH - Content Discovery _
WHAT IT IS /backup.bak returned HTTP 403. This confirms the path exists, but access control

prevented access — it was not accessed.

BUSINESS RISK  /backup.bak returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /sitemap.xml Port PATH - Content Discovery _
WHAT IT IS /sitemap.xml returned HTTP 403. This confirms the path exists, but access control

prevented access — it was not accessed.

BUSINESS RISK  /sitemap.xml returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month

REFERENCE CWE-284
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Protected Path — /debug.log Port PATH - Content Discovery _

WHAT IT IS /debug.log returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

BUSINESS RISK  /debug.log returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /error_log Port PATH - Content Discovery _
WHAT IT IS lerror_log returned HTTP 403. This confirms the path exists, but access control prevented

access — it was not accessed.

BUSINESS RISK  /error_log returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /robots.txt Port PATH - Content Discovery _
WHAT IT IS /robots.txt returned HTTP 403. This confirms the path exists, but access control prevented

access — it was not accessed.

BUSINESS RISK  /robots.txt returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month

REFERENCE CWE-284
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Protected Path — /backup.old Port PATH - Content Discovery _

WHAT IT IS /backup.old returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

BUSINESS RISK  /backup.old returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /backup.backup Port PATH - Content Discovery _
WHAT IT IS /backup.backup returned HTTP 403. This confirms the path exists, but access control

prevented access — it was not accessed.

BUSINESS RISK  /backup.backup returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /backup.tar.gz Port PATH - Content Discovery _
WHAT IT IS /backup.tar.gz returned HTTP 403. This confirms the path exists, but access control

prevented access — it was not accessed.

BUSINESS RISK  /backup.tar.gz returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month

REFERENCE CWE-284
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Protected Path — /site.bak Port PATH - Content Discovery _

WHAT IT IS [site.bak returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

BUSINESS RISK  /site.bak returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /backup.zip Port PATH - Content Discovery _
WHAT IT IS /backup.zip returned HTTP 403. This confirms the path exists, but access control

prevented access — it was not accessed.

BUSINESS RISK  /backup.zip returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /site.old Port PATH - Content Discovery _
WHAT IT IS [site.old returned HTTP 403. This confirms the path exists, but access control prevented

access — it was not accessed.

BUSINESS RISK  /site.old returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month

REFERENCE CWE-284
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Protected Path — /site.zip Port PATH - Content Discovery _

WHAT IT IS [site.zip returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

BUSINESS RISK  /site.zip returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /site.backup Port PATH - Content Discovery _
WHAT IT IS /site.backup returned HTTP 403. This confirms the path exists, but access control

prevented access — it was not accessed.

BUSINESS RISK  /site.backup returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /site.tar.gz Port PATH - Content Discovery _
WHAT IT IS [site.tar.gz returned HTTP 403. This confirms the path exists, but access control prevented

access — it was not accessed.

BUSINESS RISK  /site.tar.gz returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month

REFERENCE CWE-284
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Protected Path — /www.bak Port PATH - Content Discovery _

WHAT IT IS /www.bak returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

BUSINESS RISK  /www.bak returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /www.old Port PATH - Content Discovery _
WHAT IT IS /www.old returned HTTP 403. This confirms the path exists, but access control prevented

access — it was not accessed.

BUSINESS RISK  /www.old returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /www.zip Port PATH - Content Discovery _
WHAT IT IS Iwww.zip returned HTTP 403. This confirms the path exists, but access control prevented

access — it was not accessed.

BUSINESS RISK  /www.zip returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month

REFERENCE CWE-284
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Protected Path — /www.backup Port PATH - Content Discovery _

WHAT IT IS www.backup returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

BUSINESS RISK  /www.backup returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /www.tar.gz Port PATH - Content Discovery _
WHAT IT IS /www.tar.gz returned HTTP 403. This confirms the path exists, but access control

prevented access — it was not accessed.

BUSINESS RISK  /www.tar.gz returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /database.bak Port PATH - Content Discovery _
WHAT IT IS /database.bak returned HTTP 403. This confirms the path exists, but access control

prevented access — it was not accessed.

BUSINESS RISK  /database.bak returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month

REFERENCE CWE-284
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Protected Path — /db.bak Port PATH - Content Discovery _

WHAT IT IS /db.bak returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

BUSINESS RISK  /db.bak returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /database.tar.gz Port PATH - Content Discovery _
WHAT IT IS /database.tar.gz returned HTTP 403. This confirms the path exists, but access control

prevented access — it was not accessed.

BUSINESS RISK  /database.tar.gz returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /database.backup Port PATH - Content Discovery _
WHAT IT IS /database.backup returned HTTP 403. This confirms the path exists, but access control

prevented access — it was not accessed.

BUSINESS RISK  /database.backup returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month

REFERENCE CWE-284
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Protected Path — /database.zip Port PATH - Content Discovery _

WHAT IT IS /database.zip returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

BUSINESS RISK  /database.zip returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /database.old Port PATH - Content Discovery _
WHAT IT IS /database.old returned HTTP 403. This confirms the path exists, but access control

prevented access — it was not accessed.

BUSINESS RISK  /database.old returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /db.zip Port PATH - Content Discovery _
WHAT IT IS /db.zip returned HTTP 403. This confirms the path exists, but access control prevented

access — it was not accessed.

BUSINESS RISK  /db.zip returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month

REFERENCE CWE-284
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Protected Path — /db.tar.gz Port PATH - Content Discovery _

WHAT IT IS /db.tar.gz returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

BUSINESS RISK  /db.tar.gz returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /db.old Port PATH - Content Discovery _
WHAT IT IS /db.old returned HTTP 403. This confirms the path exists, but access control prevented

access — it was not accessed.

BUSINESS RISK  /db.old returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /db.backup Port PATH - Content Discovery _
WHAT IT IS /db.backup returned HTTP 403. This confirms the path exists, but access control prevented

access — it was not accessed.

BUSINESS RISK  /db.backup returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month

REFERENCE CWE-284
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Protected Path — /config.bak Port PATH - Content Discovery _

WHAT IT IS /config.bak returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

BUSINESS RISK  /config.bak returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /config.old Port PATH - Content Discovery _
WHAT IT IS /config.old returned HTTP 403. This confirms the path exists, but access control prevented

access — it was not accessed.

BUSINESS RISK  /config.old returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /config.tar.gz Port PATH - Content Discovery _
WHAT IT IS [/config.tar.gz returned HTTP 403. This confirms the path exists, but access control

prevented access — it was not accessed.

BUSINESS RISK  /config.tar.gz returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month

REFERENCE CWE-284
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Protected Path — /app.bak Port PATH - Content Discovery _

WHAT IT IS /app.bak returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

BUSINESS RISK  /app.bak returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /config.backup Port PATH - Content Discovery _
WHAT IT IS /config.backup returned HTTP 403. This confirms the path exists, but access control

prevented access — it was not accessed.

BUSINESS RISK  /config.backup returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /config.zip Port PATH - Content Discovery _
WHAT IT IS /config.zip returned HTTP 403. This confirms the path exists, but access control prevented

access — it was not accessed.

BUSINESS RISK  /config.zip returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month

REFERENCE CWE-284
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Protected Path — /app.backup Port PATH - Content Discovery _

WHAT IT IS /app.backup returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

BUSINESS RISK  /app.backup returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /app.zip Port PATH - Content Discovery _
WHAT IT IS /app.zip returned HTTP 403. This confirms the path exists, but access control prevented

access — it was not accessed.

BUSINESS RISK  /app.zip returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /old.bak Port PATH - Content Discovery _
WHAT IT IS /old.bak returned HTTP 403. This confirms the path exists, but access control prevented

access — it was not accessed.

BUSINESS RISK  /old.bak returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month

REFERENCE CWE-284
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Protected Path — /app.tar.gz Port PATH - Content Discovery _

WHAT IT IS /app.tar.gz returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

BUSINESS RISK  /app.tar.gz returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /app.old Port PATH - Content Discovery _
WHAT IT IS /app.old returned HTTP 403. This confirms the path exists, but access control prevented

access — it was not accessed.

BUSINESS RISK  /app.old returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /old.zip Port PATH - Content Discovery _
WHAT IT IS /old.zip returned HTTP 403. This confirms the path exists, but access control prevented

access — it was not accessed.

BUSINESS RISK  /old.zip returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month

REFERENCE CWE-284
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Protected Path — /old.tar.gz Port PATH - Content Discovery _

WHAT IT IS /old.tar.gz returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

BUSINESS RISK  /old.tar.gz returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /old.old Port PATH - Content Discovery _
WHAT IT IS /old.old returned HTTP 403. This confirms the path exists, but access control prevented

access — it was not accessed.

BUSINESS RISK  /old.old returned HTTP 403. This confirms the path exists, but access control prevented
access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month
REFERENCE CWE-284

Protected Path — /old.backup Port PATH - Content Discovery _
WHAT IT IS /old.backup returned HTTP 403. This confirms the path exists, but access control

prevented access — it was not accessed.

BUSINESS RISK  /old.backup returned HTTP 403. This confirms the path exists, but access control
prevented access — it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.

URGENCY Fix within 1 month

REFERENCE CWE-284
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Protect

ed Path — /zh/ Port PATH - Content Discovery

WHAT IT IS

BUSINESS RISK

/zh/ returned HTTP 401. This confirms the path exists, but authentication prevented access
— it was not accessed.

/zh/ returned HTTP 401. This confirms the path exists, but authentication prevented access
— it was not accessed.

HOW TO FIX No action needed if this is intentionally restricted. Confirm the credentials protecting it are
strong and not left at a default.
URGENCY Fix within 1 month
REFERENCE CWE-284
PORT REFERENCE TABLE
PORT SERVICE RISK DESCRIPTION
No SPF record — there's no DNS-level list of which mail servers are
DNS SPF Record HIGH authorized to send using this do
No DMARC record — your domain has zero email authentication
DNS DMARC Record  HIGH enforcement, making it trivial to impers
Visiting http:// doesn't redirect to https:// — some visitors may use an
HTTP HTTPS Redirect MEDIUM unencrypted connection with
Clickjacking Missing X-Frame-Options — your website can be embedded in an attacker's
HTTPS Protection MEDIUM invisible iframe to trick us
Content Security Missing Content-Security-Policy (CSP) — this site has no CSP
HTTPS Policy MEDIUM defense-in-depth layer, so if any cross
No DKIM record found under common selector names — this does not
DNS DKIM Record MEDIUM confirm DKIM is unconfigured, only
Missing X-Content-Type-Options — browsers may guess file types
HTTPS MIME Sniffing LOW incorrectly, which can enable content
Missing Referrer-Policy — page URLs (which may include sensitive data) are
HTTPS Referrer Policy LOW shared with third-party s
Permissions Missing Permissions-Policy — browser features like camera, microphone,
HTTPS Policy LOW and location aren't restricte
Cookie 'device-characteristics' is missing the HttpOnly, SameSite flag(s).
HTTPS Cookie Security LOW Observed attributes: path
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Cookie 'akmCC' is missing the Secure, HttpOnly, SameSite flag(s). Observed

HTTPS Cookie Security LOW attributes: path=/.

Content /.env returned HTTP 403. This confirms the path exists, but access control
PATH Discovery LOW prevented access — it was

Content /config.php returned HTTP 403. This confirms the path exists, but access
PATH Discovery LOW control prevented access —

Content /.git/config returned HTTP 403. This confirms the path exists, but access
PATH Discovery LOW control prevented access —

Content /.svn/entries returned HTTP 403. This confirms the path exists, but access
PATH Discovery LOW control prevented access

Content /.htpasswd returned HTTP 403. This confirms the path exists, but access
PATH Discovery LOW control prevented access — i

Content /db.sql returned HTTP 403. This confirms the path exists, but access control
PATH Discovery LOW prevented access — it w

Content /database.sql returned HTTP 403. This confirms the path exists, but access
PATH Discovery LOW control prevented access

Content /backup.sql returned HTTP 403. This confirms the path exists, but access
PATH Discovery LOW control prevented access —

Content /id_rsa returned HTTP 403. This confirms the path exists, but access control
PATH Discovery LOW prevented access — it w

Content Iphpinfo.php returned HTTP 403. This confirms the path exists, but access
PATH Discovery LOW control prevented access —

Content /administrator/ returned HTTP 403. This confirms the path exists, but access
PATH Discovery LOW control prevented acces

Content [server-status returned HTTP 403. This confirms the path exists, but access
PATH Discovery LOW control prevented access

Content /admin/ returned HTTP 403. This confirms the path exists, but access control
PATH Discovery LOW prevented access — it w

Content /backup/ returned HTTP 403. This confirms the path exists, but access
PATH Discovery LOW control prevented access — it

Content /backups/ returned HTTP 403. This confirms the path exists, but access
PATH Discovery LOW control prevented access — it

Content /dashboard/ returned HTTP 403. This confirms the path exists, but access
PATH Discovery LOW control prevented access —

Content /config/ returned HTTP 403. This confirms the path exists, but access control
PATH Discovery LOW prevented access — it
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/login/ returned HTTP 403. This confirms the path exists, but access control
prevented access — it w

/swagger-ui/ returned HTTP 403. This confirms the path exists, but access
control prevented access —

/swagger.json returned HTTP 403. This confirms the path exists, but access
control prevented access

/debug/ returned HTTP 403. This confirms the path exists, but access control
prevented access — it w

/api/ returned HTTP 403. This confirms the path exists, but access control
prevented access — it was

/openapi.json returned HTTP 403. This confirms the path exists, but access
control prevented access

/dev/ returned HTTP 403. This confirms the path exists, but access control
prevented access — it was

Itest/ returned HTTP 403. This confirms the path exists, but access control
prevented access — it wa

/.aws/credentials returned HTTP 403. This confirms the path exists, but
access control prevented acc

/old/ returned HTTP 403. This confirms the path exists, but access control
prevented access — it was

/staging/ returned HTTP 403. This confirms the path exists, but access
control prevented access — it

[/secret/ returned HTTP 403. This confirms the path exists, but access control
prevented access — it

/hidden/ returned HTTP 403. This confirms the path exists, but access control
prevented access — it

/tmp/ returned HTTP 403. This confirms the path exists, but access control
prevented access — it was

Iprivate/ returned HTTP 403. This confirms the path exists, but access control
prevented access — it

/uploads/ returned HTTP 403. This confirms the path exists, but access
control prevented access — it

/actuator returned HTTP 403. This confirms the path exists, but access
control prevented access — it

/internal/ returned HTTP 403. This confirms the path exists, but access
control prevented access — i
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lapilv2/ returned HTTP 403. This confirms the path exists, but access control
prevented access — it

/graphgl returned HTTP 403. This confirms the path exists, but access control
prevented access — it

/api/vl/ returned HTTP 403. This confirms the path exists, but access control
prevented access — it

/.well-known/security.txt returned HTTP 403. This confirms the path exists,
but access control preve

/composer.json returned HTTP 403. This confirms the path exists, but access
control prevented access

/actuator/health returned HTTP 403. This confirms the path exists, but access
control prevented acce

/package.json returned HTTP 403. This confirms the path exists, but access
control prevented access

/web.config returned HTTP 403. This confirms the path exists, but access
control prevented access —

/adminer.php returned HTTP 403. This confirms the path exists, but access
control prevented access —

/web.config.bak returned HTTP 403. This confirms the path exists, but access
control prevented acces

/phpmyadmin/ returned HTTP 403. This confirms the path exists, but access
control prevented access —

/info.php returned HTTP 403. This confirms the path exists, but access
control prevented access — it

/wp-admin/ returned HTTP 403. This confirms the path exists, but access
control prevented access — i

/.DS_Store returned HTTP 403. This confirms the path exists, but access
control prevented access — i

/.vscode/settings.json returned HTTP 403. This confirms the path exists, but
access control prevente

/metrics returned HTTP 403. This confirms the path exists, but access control
prevented access — it

/.idea/workspace.xml returned HTTP 403. This confirms the path exists, but
access control prevented

/status returned HTTP 403. This confirms the path exists, but access control
prevented access — it w
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/backup.bak returned HTTP 403. This confirms the path exists, but access
control prevented access —

[sitemap.xml returned HTTP 403. This confirms the path exists, but access
control prevented access —

/debug.log returned HTTP 403. This confirms the path exists, but access
control prevented access — i

lerror_log returned HTTP 403. This confirms the path exists, but access
control prevented access — i

/robots.txt returned HTTP 403. This confirms the path exists, but access
control prevented access —

/backup.old returned HTTP 403. This confirms the path exists, but access
control prevented access —

/backup.backup returned HTTP 403. This confirms the path exists, but access
control prevented access

/backup.tar.gz returned HTTP 403. This confirms the path exists, but access
control prevented access

[site.bak returned HTTP 403. This confirms the path exists, but access control
prevented access — it

/backup.zip returned HTTP 403. This confirms the path exists, but access
control prevented access —

[site.old returned HTTP 403. This confirms the path exists, but access control
prevented access — it

[site.zip returned HTTP 403. This confirms the path exists, but access control
prevented access — it

[site.backup returned HTTP 403. This confirms the path exists, but access
control prevented access —

[site.tar.gz returned HTTP 403. This confirms the path exists, but access
control prevented access —

/mwww.bak returned HTTP 403. This confirms the path exists, but access
control prevented access — it

/www.old returned HTTP 403. This confirms the path exists, but access
control prevented access — it

/www.zip returned HTTP 403. This confirms the path exists, but access
control prevented access — it

/www.backup returned HTTP 403. This confirms the path exists, but access
control prevented access —
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/www.tar.gz returned HTTP 403. This confirms the path exists, but access
control prevented access —

/database.bak returned HTTP 403. This confirms the path exists, but access
control prevented access

/db.bak returned HTTP 403. This confirms the path exists, but access control
prevented access — it w

/database.tar.gz returned HTTP 403. This confirms the path exists, but
access control prevented acce

/database.backup returned HTTP 403. This confirms the path exists, but
access control prevented acce

/database.zip returned HTTP 403. This confirms the path exists, but access
control prevented access

/database.old returned HTTP 403. This confirms the path exists, but access
control prevented access

/db.zip returned HTTP 403. This confirms the path exists, but access control
prevented access — it w

/db.tar.gz returned HTTP 403. This confirms the path exists, but access
control prevented access — i

/db.old returned HTTP 403. This confirms the path exists, but access control
prevented access — it w

/db.backup returned HTTP 403. This confirms the path exists, but access
control prevented access — i

/config.bak returned HTTP 403. This confirms the path exists, but access
control prevented access —

/config.old returned HTTP 403. This confirms the path exists, but access
control prevented access —

/config.tar.gz returned HTTP 403. This confirms the path exists, but access
control prevented access

/app.bak returned HTTP 403. This confirms the path exists, but access
control prevented access — it

/config.backup returned HTTP 403. This confirms the path exists, but access
control prevented access

/config.zip returned HTTP 403. This confirms the path exists, but access
control prevented access —

/app.backup returned HTTP 403. This confirms the path exists, but access
control prevented access —
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/app.zip returned HTTP 403. This confirms the path exists, but access control
prevented access — it

/old.bak returned HTTP 403. This confirms the path exists, but access control
prevented access — it

/app.tar.gz returned HTTP 403. This confirms the path exists, but access
control prevented access —

/app.old returned HTTP 403. This confirms the path exists, but access control
prevented access — it

/old.zip returned HTTP 403. This confirms the path exists, but access control
prevented access — it

/old.tar.gz returned HTTP 403. This confirms the path exists, but access
control prevented access —

/old.old returned HTTP 403. This confirms the path exists, but access control
prevented access — it

/old.backup returned HTTP 403. This confirms the path exists, but access
control prevented access —

/zh/ returned HTTP 401. This confirms the path exists, but authentication
prevented access — it was

- Start with the 2 HIGH risk finding(s) today — these are your most urgent risks. First, address 'Missing SPF
Record — Email Spoofing Possible': Add an SPF TXT record to your DNS listing every service that actually
sends mail for this domain — leaving one out will cause its mail to fail SPF and possibly get rejected. Then
work through the remaining findings in order of severity.

This report is for informational purposes only and represents a point-in-time automated scan. It is not a substitute for a professional penetration

test.
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